




      

Danger for cloud providers 
from customer blanket 
information security policies 
  
While there is much progress in the making While there is much progress in the making 
of new laws and codes of conduct covered of new laws and codes of conduct covered 
here, these will still not come into force until here, these will still not come into force until 
2018 at the earliest. New certification 2018 at the earliest. New certification 
structures could take 2structures could take 2--3 years to become 3 years to become 
effective so there will be a significant time effective so there will be a significant time 
lag between the coming into force of GDPR lag between the coming into force of GDPR 
and full adoption of certification schemes. and full adoption of certification schemes.   

In the meantime, customers as data In the meantime, customers as data 
controllers are responding to the perceived controllers are responding to the perceived 
difficulties or inconsistencies in national law difficulties or inconsistencies in national law 
by seeking to impose their own standards by seeking to impose their own standards 
and policies on cloud providers and policies on cloud providers -- standards  standards 
that potentially exceed the rights by that potentially exceed the rights by 
individual national laws in order to strive to individual national laws in order to strive to 
achieve global consistency.  achieve global consistency.    

This has benefits for the data controller, but This has benefits for the data controller, but 
while the issues they generally address are while the issues they generally address are 
reasonably consistent, there is no real reasonably consistent, there is no real 
consistency of requirements or standards consistency of requirements or standards 
between data controllers. As such each between data controllers. As such each 
data controller will impose slightly different data controller will impose slightly different 
standards on its cloud providers as data standards on its cloud providers as data 
processors, resulting in legal and regulatory processors, resulting in legal and regulatory 
risk for processors. This will have particular risk for processors. This will have particular 
implications once GDPR becomes law, as implications once GDPR becomes law, as 
controllers and processors are potentially controllers and processors are potentially 
jointly and severally liable for losses jointly and severally liable for losses 
incurred by data subjects.incurred by data subjects.  

Common themes in customer information 
security policies 
Most policies are very similar and include Most policies are very similar and include 
provisions as follows:provisions as follows:  

l Technical and organisational measures Technical and organisational measures 
to protect data:to protect data: These policies apply  These policies apply 
often both to personal data and non often both to personal data and non 
personal data.  Provisions on actual personal data.  Provisions on actual 
measures can be very granular and measures can be very granular and 
specific to the controller.specific to the controller.    

    

l Security incident:Security incident: These may be defined  These may be defined 
to include suspected breaches as well to include suspected breaches as well 
as actual breaches of security, and as actual breaches of security, and 
often include hacks irrespective of often include hacks irrespective of 
whether the hack could have been whether the hack could have been 
prevented by taking the security prevented by taking the security 
measures the policy mandates.  There measures the policy mandates.  There 
is an obligation usually to identify, is an obligation usually to identify, 
prevent, investigate and mitigate prevent, investigate and mitigate 
security incidents and compulsory security incidents and compulsory 
reporting is within tightly detailed time reporting is within tightly detailed time 
limits (usually 48 hours).limits (usually 48 hours).  

l Audit:Audit: These enable the customer to  These enable the customer to 
audit information security measures audit information security measures 
and to remediate defects or issues and to remediate defects or issues 
discovered, which may not be limited to discovered, which may not be limited to 
specific failures to achieve the specific failures to achieve the 
measures in the policies.measures in the policies.  

l Data transfer:Data transfer: This requires compliance  This requires compliance 
with applicable legal requirements with applicable legal requirements 
including sector specific legislation and including sector specific legislation and 
to maintain an adequate data transfer to maintain an adequate data transfer 
mechanism.mechanism.  

l Business continuity and disaster Business continuity and disaster 
recovery:recovery: These plans are generally  These plans are generally 
auditable on the basis set out above.auditable on the basis set out above.  

l Continuous improvement:Continuous improvement: Often the  Often the 
policies require the supplier to continue policies require the supplier to continue 
to develop the service without to develop the service without 
additional payment to comply with new additional payment to comply with new 
law and regulation, even if unforeseen.  law and regulation, even if unforeseen.  
The interpretation of these laws and The interpretation of these laws and 
standards can be subjective, or require standards can be subjective, or require 
compliance with best practices which compliance with best practices which 
can potentially exceed any relevant can potentially exceed any relevant 
service levels or compliance standards service levels or compliance standards 
““through the back doorthrough the back door””..  

l Damage to the value of the business:Damage to the value of the business:    
Often the policies contain rights for Often the policies contain rights for 
immediate termination for the service if immediate termination for the service if 
a security incident occurs.  These a security incident occurs.  These 
override carefully negotiated override carefully negotiated 
termination rights.  In effect a single termination rights.  In effect a single 
security incident can therefore security incident can therefore 
completely destroy the business.completely destroy the business.  

l Guarantees of security:Guarantees of security: Some of these  Some of these 
policies effectively amount to a policies effectively amount to a 
guarantee of security, with guarantee of security, with 
indemnification obligations and indemnification obligations and 
immediate termination rights in the immediate termination rights in the 
event of breach.  This may not be event of breach.  This may not be 
desirable even for the customer, as desirable even for the customer, as 
while it produces a transfer of legal risk, while it produces a transfer of legal risk, 
there is simply no substitute for there is simply no substitute for 
identifying the actual security measures identifying the actual security measures 
and standards to which the cloud and standards to which the cloud 
provider performs (ie what the provider provider performs (ie what the provider 
does and does not do with regard to does and does not do with regard to 
information security).  If a provider information security).  If a provider 
accepts a risk it cannot actually protect accepts a risk it cannot actually protect 
against, or cannot comply with, this against, or cannot comply with, this 
deprives the customer of the ability to deprives the customer of the ability to 
mitigate the threat by other means. mitigate the threat by other means.     

l This includes selecting the right supplier This includes selecting the right supplier 
in the first place who does offer the in the first place who does offer the 
right security measures and standards right security measures and standards 
for a price the customer is willing to pay, for a price the customer is willing to pay, 
which is a preferable remedy to claiming which is a preferable remedy to claiming 
damages in the event that there is a damages in the event that there is a 
security incident.security incident.    

l This is a classic case of prevention This is a classic case of prevention 
being better than cure, as it will be far being better than cure, as it will be far 
preferable to spend available resources preferable to spend available resources 
on prevention rather than paying fines on prevention rather than paying fines 
for breaches that would not have for breaches that would not have 
occurred had a reasonable and occurred had a reasonable and 
transparent dialogue taken place at the transparent dialogue taken place at the 
evaluation stage of selecting the cloud evaluation stage of selecting the cloud 
provider.provider.    

l Unlimited liability:Unlimited liability: Liability to data  Liability to data 
protection and information security protection and information security 
breaches is often not capped.breaches is often not capped.  

l Inconsistent standards:Inconsistent standards: Customer  Customer 
policies will all have similar features, but policies will all have similar features, but 
are potentially inconsistent  in material are potentially inconsistent  in material 
aspects which means it is difficult to aspects which means it is difficult to 
manage according to fully consistent manage according to fully consistent 
process and standards, creating risk. process and standards, creating risk.   
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Mitigating steps for suppliers 

As well as encouraging consistent As well as encouraging consistent 
negotiation standards for contracts and negotiation standards for contracts and 
emphasising that the customer should get emphasising that the customer should get 
what it pays for, there are a number of what it pays for, there are a number of 
steps suppliers can take to address these steps suppliers can take to address these 
concerns, namely:concerns, namely:  

l Maintain own policies and procedures. Maintain own policies and procedures. 
These should be "living" documents not These should be "living" documents not 
just created for an ISO certification or just created for an ISO certification or 
to satisfy an auditor.  Generally, it is to satisfy an auditor.  Generally, it is 
reasonably easy to tell in a due diligence reasonably easy to tell in a due diligence 
process if the policies of a cloud process if the policies of a cloud 
provider are complied with in practice provider are complied with in practice 
and embedded in the processes and and embedded in the processes and 
procedures of the business.procedures of the business.  

l Standards and certifications. Most Standards and certifications. Most 
cloud businesses of scale maintain ISO cloud businesses of scale maintain ISO 
27001 certification.  This does not in 27001 certification.  This does not in 
itself guarantee a specific level of itself guarantee a specific level of 
security, as it is possible to describe the security, as it is possible to describe the 
measures the business does and does measures the business does and does 
not take.  In a scenario with a complex not take.  In a scenario with a complex 
supply chain (for instance a third party supply chain (for instance a third party 
data centre) the providers in the supply data centre) the providers in the supply 
chain should also maintain the chain should also maintain the 
appropriate certifications.appropriate certifications.  

Additional standards may also be Additional standards may also be 
appropriate:appropriate:  

l Cyber Essentials are a basic Cyber Essentials are a basic 
requirement for all government requirement for all government 
contracting.  Cyber Essentials Plus contracting.  Cyber Essentials Plus 
covers the same requirement but is covers the same requirement but is 
more detailed. more detailed.   

l Cloud Security Alliance's (CSACloud Security Alliance's (CSA’’s) STAR s) STAR 
Certification is based on ISO 27001 Certification is based on ISO 27001 
and CSAand CSA’’s cloud controls matrix.  This s cloud controls matrix.  This 
is a standard which is becoming is a standard which is becoming 
recognised by government.recognised by government.  

l Certification schemes. As previously Certification schemes. As previously 
covered, the GDPR will encourage covered, the GDPR will encourage 
certification schemes to be created.  certification schemes to be created.  
This will enable objective standards of This will enable objective standards of 
data protection to be certified in a data protection to be certified in a 
consistent manner and therefore consistent manner and therefore 
produce consistency for the supplier produce consistency for the supplier 
and a means for it to describe the and a means for it to describe the 
measures it produces for the customer measures it produces for the customer 
to evaluate. to evaluate.     

l The EU cloud Code of Conduct which The EU cloud Code of Conduct which 
sits alongside the GDPR is in draft, but sits alongside the GDPR is in draft, but 
has been subject to detailed criticism by has been subject to detailed criticism by 
the EU Article 29 Working Party the EU Article 29 Working Party 
(29WP) for lack of rigour. The June (29WP) for lack of rigour. The June 
2016 version of the Code will be 2016 version of the Code will be 
resubmitted to the Article 29WP with resubmitted to the Article 29WP with 
changes made following their further changes made following their further 
recommendations, but there will be no recommendations, but there will be no 
further public consultation on the Code. further public consultation on the Code. 
It will then remain to be seen if issues It will then remain to be seen if issues 
such as the access to data by law such as the access to data by law 
enforcement will, in fact, result in the enforcement will, in fact, result in the 
Code being unusable in practice by Code being unusable in practice by 
larger scale providers, other than as a larger scale providers, other than as a 
benchmark to state where compliance benchmark to state where compliance 
is achieved and where the provider is achieved and where the provider 
knowingly diverges from the standards. knowingly diverges from the standards.     
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Sector specific cloud 
regulation 
  
There has been a very interesting There has been a very interesting 
development in the UK with more sector development in the UK with more sector 
specific regulation affecting cloud services. specific regulation affecting cloud services. 
The UK government "cloud first" policy has The UK government "cloud first" policy has 
demonstrated a commercial approach to demonstrated a commercial approach to 
risk, compared with some of the more risk, compared with some of the more 
monolithic government outsourcing monolithic government outsourcing 
contracts. Increasing access to SMEcontracts. Increasing access to SME’’s for s for 
public sector businesses is consistent with public sector businesses is consistent with 
the UK Government's 25% target of IT the UK Government's 25% target of IT 
spend to be fulfilled by SMEspend to be fulfilled by SME’’s.s.  

The UK public sector can assess cloud The UK public sector can assess cloud 
providers against the minimum standards in providers against the minimum standards in 
the standard Gthe standard G--Cloud contract Cloud contract ––  
framework and associated call off framework and associated call off 
contracts.contracts.  

Cloud providers on the GCloud providers on the G--Cloud framework Cloud framework 
have to comply with certain policies and have to comply with certain policies and 
procedures including government security procedures including government security 
guidance.   These set out the standards that guidance.   These set out the standards that 
affect hosting and government data.affect hosting and government data.  

Government guidance on implementing the Government guidance on implementing the 
cloud security principles accommodates an cloud security principles accommodates an 
approach that the commitments of service approach that the commitments of service 
providers are not contractually binding and providers are not contractually binding and 
constitute constitute ““service provider assertionservice provider assertion” ” as as 
one of the three means of addressing the one of the three means of addressing the 
cloud Security Principles (contractual cloud Security Principles (contractual 
commitment and independent validation commitment and independent validation 
being the others).  This approach will require being the others).  This approach will require 
review in preparation for GDPR.review in preparation for GDPR.  

In comparison with other sectors, such as In comparison with other sectors, such as 
financial services which has increased financial services which has increased 
contractual obligations for suppliers contractual obligations for suppliers 
following the 2008 crash and increased following the 2008 crash and increased 
cyber risk, the Gcyber risk, the G--Cloud framework provides Cloud framework provides 
a more flexible framework.  This is a more flexible framework.  This is 
particularly relevant for the security particularly relevant for the security 
measures that have to be guaranteed by measures that have to be guaranteed by 
contract and where liability is potentially contract and where liability is potentially 
capped even for security breaches.capped even for security breaches.  

The GThe G--Cloud framework has evolved since Cloud framework has evolved since 
its inception but is still significantly less its inception but is still significantly less 
onerous than private sector framework onerous than private sector framework 
agreements produced by multinationals for agreements produced by multinationals for 
cloud or hosted services.cloud or hosted services.  

Case study:  
The public sector context 
AWS, one of the hyper scale cloud AWS, one of the hyper scale cloud 
providers, owned by Amazon, makes a providers, owned by Amazon, makes a 
distinction between security at the distinction between security at the 
infrastructure layer it provides (security infrastructure layer it provides (security 
““ofof” ” the cloud), and also the obligations of the cloud), and also the obligations of 
customers for their data (security customers for their data (security ““inin” ” the the 
cloud ) which is a helpful distinction.cloud ) which is a helpful distinction.  

The AWS white paper notes that AWS The AWS white paper notes that AWS 
does not incorporate the measures as does not incorporate the measures as 
contractually binding obligations: contractually binding obligations:   

““While AWS delivers these benefits and While AWS delivers these benefits and 
advantages through our services and advantages through our services and 
features, the individual public sector features, the individual public sector 
organisations are ultimately responsible organisations are ultimately responsible 
for the management decisions relating to for the management decisions relating to 
the use of secure cloud services for the use of secure cloud services for 
OFFICIAL Information using the OFFICIAL Information using the 
information presented in this whitepaper. information presented in this whitepaper. 
We encourage you to use AWS services We encourage you to use AWS services 
for your organisations to manage for your organisations to manage 
security and the related risks security and the related risks 
appropriatelyappropriately””..  
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In this table we aim to show the differences In this table we aim to show the differences 
between the early and current iterations of between the early and current iterations of 
the framework:the framework:  

It is interesting to note that the "pure" It is interesting to note that the "pure" 
contractual provisions in a Gcontractual provisions in a G--Cloud Cloud 
framework and call off are in fact less framework and call off are in fact less 
detailed in later iterations of Gdetailed in later iterations of G--Cloud. Cloud.   

The new frameworks make a stronger The new frameworks make a stronger 
distinction between data protection distinction between data protection 
(technical and organisational measures to (technical and organisational measures to 
protect personal data) and customer/buyer protect personal data) and customer/buyer 
data (which is all data processed or data (which is all data processed or 
managed by the customer).  The provisions managed by the customer).  The provisions 
in recent frameworks are significantly more in recent frameworks are significantly more 
detailed, so that protections cover all data detailed, so that protections cover all data 
in a similar manner to personal data.in a similar manner to personal data.  
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Case study: Corsham 
Institute Digital Diabetes 
Coach 
    

Corsham Institute (Ci) is a not for profit Corsham Institute (Ci) is a not for profit 
organisation, whose mission is to organisation, whose mission is to 
accelerate an inclusive digital society that is accelerate an inclusive digital society that is 
citizencitizen--centric and trusted. We do this by centric and trusted. We do this by 
creating a physical and intellectual space to creating a physical and intellectual space to 
convene, connect, educate and innovate convene, connect, educate and innovate 
across sectors. One of the workacross sectors. One of the work--streams streams 
within Ci is Strategic Thought Leadership.within Ci is Strategic Thought Leadership.  

Within Research and Innovation, a key Within Research and Innovation, a key 
activity focuses on the design, activity focuses on the design, 
development, testing and deployment of development, testing and deployment of 
citizencitizen--centric digital products and centric digital products and 
services. Ci seeks opportunities for large services. Ci seeks opportunities for large 
scale social and economic impact with a scale social and economic impact with a 
strong emphasis on both the health and strong emphasis on both the health and 
education sectors. Strategic and legislative education sectors. Strategic and legislative 
pressures aside, the very nature of these pressures aside, the very nature of these 
projects demands increased levels of projects demands increased levels of 
citizen trust in how an individualscitizen trust in how an individuals’ ’ data is data is 
controlled, handled and processed. This controlled, handled and processed. This 
additional layer of due diligence is essential additional layer of due diligence is essential 
in creating products and services that add in creating products and services that add 
value to citizens at both the individual and value to citizens at both the individual and 
societal levels through enabling education societal levels through enabling education 
and health systems that optimise their and health systems that optimise their 
offering for citizen good. It also places offering for citizen good. It also places 
greater emphasis on selecting and working greater emphasis on selecting and working 
with the right cloud partners.with the right cloud partners.  
    
The Ci Innovation & Research flagship The Ci Innovation & Research flagship 
project for 2017 is the Digital Diabetes project for 2017 is the Digital Diabetes 
Coach (DDC) which is funded by NHS Coach (DDC) which is funded by NHS 
England and Innovate UK. The DDC England and Innovate UK. The DDC 
programme has brought together global programme has brought together global 
technology business such as UKCloud, technology business such as UKCloud, 
innovative SMEinnovative SME’’s and local NHS delivery s and local NHS delivery 
partners committed to developing a citizenpartners committed to developing a citizen--
centric digital product that enables greater centric digital product that enables greater 
selfself--management of Type 2 diabetes and, management of Type 2 diabetes and, 
simultaneously, through its optimised simultaneously, through its optimised 
integration into the NHS care systems, is integration into the NHS care systems, is 
also designed to provide societal benefit also designed to provide societal benefit 
through data analysis, education and faster through data analysis, education and faster 
decisiondecision--making.making.  

Based on the mutually supporting principles Based on the mutually supporting principles 
of Secureof Secure--ByBy--Design and PrivacyDesign and Privacy--ByBy--
Default, this project has been designed to Default, this project has been designed to 
meet with the objectives outlined earlier and meet with the objectives outlined earlier and 
to scale from a localised pilot testbed to a to scale from a localised pilot testbed to a 
regional and national holistic DDC solution regional and national holistic DDC solution 
that fits within the UK Health Enterprise.that fits within the UK Health Enterprise.  

From the start, trust, ethics and security From the start, trust, ethics and security 
were placed at the very centre of the were placed at the very centre of the 
project. These drivers made UKCloud a project. These drivers made UKCloud a 
natural platform partner given their natural platform partner given their 
architecture and operating model. The key architecture and operating model. The key 
touchpoints in delivering success included touchpoints in delivering success included 
the emphasis on data location, data the emphasis on data location, data 
protection, privacy and data portability.protection, privacy and data portability.  

In order to build trust with patients and In order to build trust with patients and 
clinicians and to facilitate the future clinicians and to facilitate the future 
integration of this pilot into the national integration of this pilot into the national 
digital care system, a Securedigital care system, a Secure--ByBy--Design Design 
approach was adopted whose aim was to approach was adopted whose aim was to 
make systems as free of vulnerabilities and make systems as free of vulnerabilities and 
impervious to attack as possible. This is impervious to attack as possible. This is 
being achieved by continuous testing, being achieved by continuous testing, 
authentication safeguards and adherence authentication safeguards and adherence 
to rigorous programming and system to rigorous programming and system 
integration practices. integration practices.   

In tandem, privacy was a key requirement In tandem, privacy was a key requirement 
throughout the entire systems engineering throughout the entire systems engineering 
and development approach. This upand development approach. This up--front front 
investment in data protection and data investment in data protection and data 
location will, we believe, help to build the location will, we believe, help to build the 
trust required from all users of the system trust required from all users of the system 
from patients and clinicians to system from patients and clinicians to system 
procurers and regulation bodies.procurers and regulation bodies.  

A trusted platform that complies with A trusted platform that complies with 
current and future regulatory requirements, current and future regulatory requirements, 
such as GDPR 18, is essential if that such as GDPR 18, is essential if that 
platform is to maintain its place in the platform is to maintain its place in the 
market and provide selfmarket and provide self--sustaining value for sustaining value for 
money.money.  

For the DDC, we have worked closely with For the DDC, we have worked closely with 
UKCloud to ensure that data collection UKCloud to ensure that data collection 
methods, for specified, explicit and methods, for specified, explicit and 
legitimate purpose are further processed in legitimate purpose are further processed in 
a manner that is incompatible with those a manner that is incompatible with those 
purposes, aligns with Article 5 of GDPR, purposes, aligns with Article 5 of GDPR, 
known as the Accountability Principle,  and known as the Accountability Principle,  and 
that the necessary processing consents that the necessary processing consents 
conform with Articles 6  and 7 conform with Articles 6  and 7 (identifying (identifying 
and complying with the necessary legal and complying with the necessary legal 
consents including demonstrating that consents including demonstrating that 
consent was explicitly and unambiguously consent was explicitly and unambiguously 
offered by the individual to the controller). offered by the individual to the controller). 
Furthermore, adopting these futureFurthermore, adopting these future--proof proof 
methodologies actually lowers the barriers methodologies actually lowers the barriers 
for patients and healthcare providers in for patients and healthcare providers in 
engaging with, and delivering, a world class engaging with, and delivering, a world class 
care system for citizens with diabetes.care system for citizens with diabetes.  

A further benefit of this approach has been A further benefit of this approach has been 
the ability to work with providers, especially the ability to work with providers, especially 
UKCloud, in devising and delivering optimal UKCloud, in devising and delivering optimal 
operational standards and working operational standards and working 
arrangements. Looking forward, Ci is arrangements. Looking forward, Ci is 
leveraging this success into a series of leveraging this success into a series of 
other citizenother citizen--centric opportunities and fully centric opportunities and fully 
intends to maintain its commitment to intends to maintain its commitment to 
deploying fully integrated solutions that deploying fully integrated solutions that 
deliver selfdeliver self--sustaining benefits at the sustaining benefits at the 
individual and societal levels grounded in individual and societal levels grounded in 
trust, ethics and security.trust, ethics and security.  
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“Data centre operators and 
cloud service providers are 
grappling with the complexities 
of legislation related to data 
flows and data protection. At 
the bottom of the service stack, 
colocation providers need to 
identify whether or not they 
could be classed as data 
processors under the new 
legislation.  They also need to 
understand how any changes in 
their business model may 
impact this status; so for 
instance if they choose to 
provide additional services in 
response to customer demand, 
they need to understand the 
point at which this affects their 
legal status and, more 
importantly, how they can 
identify and anticipate potential 
liabilities.” 

Emma Fryer, Associate 
Director, techUK  

      



      

Conclusions: Compliant 
cloud procurement – key 
legal pressure points 
    

While every situation and service While every situation and service 
relationship is different, below are some relationship is different, below are some 
possible approaches which in summary possible approaches which in summary 
provide you with issues to consider if you provide you with issues to consider if you 
are procuring cloud services:are procuring cloud services:  

Using the GDPR to good effect 
The GDPR will become law in the UK in May The GDPR will become law in the UK in May 
2018, whether Brexit has been triggered or 2018, whether Brexit has been triggered or 
not, and when it is triggered the UK will have not, and when it is triggered the UK will have 
to either adopt a direct equivalent to the to either adopt a direct equivalent to the 
GDPR or enable legislation that is adequate GDPR or enable legislation that is adequate 
for the purposes of equivalence with the for the purposes of equivalence with the 
GDPR. The UK government, which GDPR. The UK government, which 
implements the law, has not announced implements the law, has not announced 
exactly what it will do, but the Information exactly what it will do, but the Information 
CommissionerCommissioner’’s Office, which enforces the s Office, which enforces the 
law, is clear that the law will be equivalent to law, is clear that the law will be equivalent to 
GDPR.GDPR.  

This does enable UK cloud businesses to This does enable UK cloud businesses to 
prepare for the future, at least in part.  The prepare for the future, at least in part.  The 
GDPR does drive transparency in supply GDPR does drive transparency in supply 
chain, and a clear description of the chain, and a clear description of the 
measures data controllers must ensure measures data controllers must ensure 
flow down to data processors, which is flow down to data processors, which is 
essential particularly with regard to the data essential particularly with regard to the data 
processor flow down requirement in Article processor flow down requirement in Article 
28 GDPR.28 GDPR.  

Certifications and standards 
ISO certification is a basic badge of ISO certification is a basic badge of 
compliance that can be built upon. It compliance that can be built upon. It 
remains to be seen whether the code of remains to be seen whether the code of 
conduct initiatives will succeed or if conduct initiatives will succeed or if 
individual providers will in fact rely on already individual providers will in fact rely on already 
existing international standards such as ISO existing international standards such as ISO 
27001 or ISO 27018. We would expect 27001 or ISO 27018. We would expect 
international standards to prevail, and for international standards to prevail, and for 
there to be a continuing tension with the there to be a continuing tension with the 
European law makers and courts over the European law makers and courts over the 
adequacy of these measures.  A more adequacy of these measures.  A more 
appropriate form of audit or transparency appropriate form of audit or transparency 
reporting is highly desirable for SME cloud reporting is highly desirable for SME cloud 
providers and should be encouraged.providers and should be encouraged.  

Customer engagement 
A common consensus between suppliers A common consensus between suppliers 
and customers as to the purpose of the and customers as to the purpose of the 
contract is necessary.  A well drafted contract is necessary.  A well drafted 
contract should identify clearly what the contract should identify clearly what the 
provider is responsible for delivering and provider is responsible for delivering and 
what lies outside the scope of delivery.  what lies outside the scope of delivery.  
Contracts should function as an allocation Contracts should function as an allocation 
of liability to known risks as far as possible, of liability to known risks as far as possible, 
enabling the provider to understand the risk enabling the provider to understand the risk 
of using the service against the cost.  This is of using the service against the cost.  This is 
because in cloud, the customer generally because in cloud, the customer generally 
gets what it pays for.  Understanding the gets what it pays for.  Understanding the 
risk is important and also ensuring that not risk is important and also ensuring that not 
all the risk lands on the provider where the all the risk lands on the provider where the 
customer is not paying for appropriate customer is not paying for appropriate 
levels of service and security.levels of service and security.  

Contracts 
It is essential that cloud contracts are fit for It is essential that cloud contracts are fit for 
purpose. There is a significant difference of purpose. There is a significant difference of 
approach between UK and US law contracts approach between UK and US law contracts 
in particular, despite the relatively similar in particular, despite the relatively similar 
Common law legal systems compared with Common law legal systems compared with 
Civil law jurisdictions. Large scale Civil law jurisdictions. Large scale 
multinational cloud providers with multiple multinational cloud providers with multiple 
services often impose complex contract services often impose complex contract 
structures that can be difficult to navigate, structures that can be difficult to navigate, 
and which are difficult to reconcile with the and which are difficult to reconcile with the 
flow down requirements that data flow down requirements that data 
protection laws require. It is possible for protection laws require. It is possible for 
these providers to become more flexible in these providers to become more flexible in 
their approach to contract negotiations, or their approach to contract negotiations, or 
perhaps more likely, to develop sector perhaps more likely, to develop sector 
specific provisions and to meet the general specific provisions and to meet the general 
requirements of the law by providing the requirements of the law by providing the 
necessary transparency information to necessary transparency information to 
meet data protection laws where the cloud meet data protection laws where the cloud 
provider is a data processor.provider is a data processor.  

Increased focus on insurance 
Cyber insurance for data controllers is a Cyber insurance for data controllers is a 
necessary protection for business with necessary protection for business with 
significant volumes of personal data.  As significant volumes of personal data.  As 
well as providing payment for liability rising well as providing payment for liability rising 
from a breach (the policy should be checked from a breach (the policy should be checked 
to assist if it caters for data hosted with to assist if it caters for data hosted with 
outsource providers and in the cloud) the outsource providers and in the cloud) the 
policy often includes incident response and policy often includes incident response and 
crisis management to contact and mitigate crisis management to contact and mitigate 
the breach.the breach.  

Customer obligations 
Many cloud contracts do not impose Many cloud contracts do not impose 
significant obligations on the customer.  significant obligations on the customer.  It It 
may be desirable for the contacts in the may be desirable for the contacts in the 
cloud world to be more explicit about cloud world to be more explicit about 
positive obligations with regard to data positive obligations with regard to data 
integrity and data backups that the integrity and data backups that the 
customer should operate (if these are not customer should operate (if these are not 
part of the service) rather than for these part of the service) rather than for these 
important matters to be covered implicitly important matters to be covered implicitly 
by exclusion of the providerby exclusion of the provider’’s liability for s liability for 
loss of data. This will be particularly loss of data. This will be particularly 
important once the joint and several liability important once the joint and several liability 
regime in Article 82 GDPR comes into force regime in Article 82 GDPR comes into force 
so that the processor can demonstrate so that the processor can demonstrate 
without ambiguity that it is not liable at all for without ambiguity that it is not liable at all for 
the breach: ambiguity will be dangerous in the breach: ambiguity will be dangerous in 
this regard.this regard.  

Clear allocation of liability 
The GDPR includes new provisions The GDPR includes new provisions 
potentially making processors and potentially making processors and 
controllers jointly and severally liable for controllers jointly and severally liable for 
damage to data subjects.  Clauses damage to data subjects.  Clauses 
allocating liability will become common in allocating liability will become common in 
cloud contracts so that the suppliers (and cloud contracts so that the suppliers (and 
their insurers) bear the proportion of liability their insurers) bear the proportion of liability 
according to fault.  However  prices for according to fault.  However  prices for 
services could rise to cover this cost, and services could rise to cover this cost, and 
the inevitable complexities in litigation, the inevitable complexities in litigation, 
potentially with multiple parties to many potentially with multiple parties to many 
claims, and with multiple jurisdictions claims, and with multiple jurisdictions 
involved, could significantly increase the involved, could significantly increase the 
complexity and cost of litigation before complexity and cost of litigation before 
sufficient legal precedent is established.  sufficient legal precedent is established.  
Regulation 82 paragraph 2 GDPR provides Regulation 82 paragraph 2 GDPR provides 
that that ““a processor shall be liable for the a processor shall be liable for the 
damage caused by processing only where it damage caused by processing only where it 
has not complied with obligations of this has not complied with obligations of this 
Regulation specifically directed to Regulation specifically directed to 
processors or where it has acted outside or processors or where it has acted outside or 
contrary to lawful instructions of the contrary to lawful instructions of the 
controllercontroller””. . As such the processor will have As such the processor will have 
to maintain a very clear record of to maintain a very clear record of 
instructions from the controller and the instructions from the controller and the 
processor can only avoid becoming jointly processor can only avoid becoming jointly 
and severally liable to the data subject and severally liable to the data subject 
(irrespective of any reallocation of that (irrespective of any reallocation of that 
liability in the contract) if it can prove that it liability in the contract) if it can prove that it 
is not in any way responsible for the event is not in any way responsible for the event 
giving rise to the damage.giving rise to the damage.  
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Supply chain management 
Like its predecessor in the UK, the GDPR Like its predecessor in the UK, the GDPR 
requires a data controller to have adequate requires a data controller to have adequate 
technical and organisational measures to technical and organisational measures to 
protect the personal data of data subjects.  protect the personal data of data subjects.  
The precise measures are not stated.The precise measures are not stated.  

Specific regulations now apply to Specific regulations now apply to 
processors, including cloud providers, as processors, including cloud providers, as 
detailed in the table opposite.detailed in the table opposite.  

The combined effect of these charges is to The combined effect of these charges is to 
greatly increase transparency of the greatly increase transparency of the 
measures the data processor takes to measures the data processor takes to 
protect the personal data and transparency protect the personal data and transparency 
to the supply chain.  It is not clear how these to the supply chain.  It is not clear how these 
measures will in fact be capable of being measures will in fact be capable of being 
flowed down the supply chain, in particular flowed down the supply chain, in particular 
to the hyperscale public cloud providers.  to the hyperscale public cloud providers.  
Unless the approved code of conduct Unless the approved code of conduct 
emerges to enable processors to emerges to enable processors to 
demonstrate supply chain compliance with demonstrate supply chain compliance with 
technical and organisational measures. technical and organisational measures. 
There is anecdotal evidence in the market of There is anecdotal evidence in the market of 
IT service providers, now beginning to split IT service providers, now beginning to split 
cloud services for software as a service cloud services for software as a service 
and platform services where the supplier and platform services where the supplier 
requires the customer to contact directly requires the customer to contact directly 
with the hosting provider for infrastructure with the hosting provider for infrastructure 
services.  This marks a return to old services.  This marks a return to old 
fashioned application service provider or fashioned application service provider or 
hosted services, with all the attendant hosted services, with all the attendant 
inconveniences of managing multiple inconveniences of managing multiple 
suppliers and potential incompatibilities suppliers and potential incompatibilities 
between layers of the IT stack that cloud between layers of the IT stack that cloud 
was in part intended to eradicate.was in part intended to eradicate.  

Data protection and long arm law has Data protection and long arm law has 
directly driven the location of data centres, directly driven the location of data centres, 
whereas public cloud was previously whereas public cloud was previously 
borderless. Most large scale providers now borderless. Most large scale providers now 
offer guarantees that customer data will offer guarantees that customer data will 
remain within specific zones to ensure remain within specific zones to ensure 
compliance with data protection laws.  compliance with data protection laws.  
Some 70 Some 70 --  80% of the London colocation 80% of the London colocation 
market in 2016 in the UK was driven by the market in 2016 in the UK was driven by the 
requirements of the hyperscale providers requirements of the hyperscale providers 
for data centre space (CBRE market insight, for data centre space (CBRE market insight, 
February 2017).February 2017).  
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"Colocation take-up and 
demand from the Cloud & IT 
sector accounted for 70% of the 
total 155MW transacted across 
the four major European 
markets of London, 
Amsterdam, Frankfurt and Paris 
in 2016. This equates to around 
110MW from this sector alone. 
We have never seen this kind of 
dominance from one sector. In 
context, no single full-year 
across the four markets had 
ever even surpassed 80MW of 
total take-up until 2016. 
Consequently, influence that 
these few companies are having 
on the overall market dynamics 
and procurement process for 
colocation space in the major 
four markets of Europe is 
significant. 
  
Large cloud service providers 
have fundamentally changed the 
procurement process for 
colocation space. Some 
operators of data centres are 
building entire facilities and 
business models around the 
requirements of just a few 
hyperscale companies. Due to 
the scale of their deployments, 
these occupiers are able to 
dictate more favourable 
commercial terms, which also 
includes shorter-term contract 
commitments." 
 
Mitul Patel, Associate Director, 
CBRE Ltd, Data Centre 
Solutions 
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